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Events

Upcoming events

Events y
You don't have any events coming up.
Calendar
Birthdays y
Events you may like
Discover

SFI State Committee H.P
Past i Qoing 10 organise 3

Get Together

+ Create Event v of old SFI comrades
Date: Venue:
3rd June 2018 HP University Auditorium

Chief Guest Guest of Honour
’;m Mohar Sinm [_Ilakash Slngha—|

JUN SFI Old Activists Get Together

3 Sunday - Himachal Pradesh Universit..

340 people interested

* Interested

Jobs on Facebook

Search for jobs

LOCATION

Nalagarh, Himachal Pradesh
(64 km) Change

INDUSTRY
Education
Media/news company
Internet company
Web designer

Computer training
school

[Jmpul

Hiring? Post your job in minutes.

Reach the right applicants by posting your job opening on
Facebook. Your post will appear here and on your Page.

Publish a Job Post

#% Marketplace

Search "iPad"

Browse

Groups

Buying Find just what you're
Selling looking for

Collections

+ Sell Something

Get recommendations that you can trust
from local experts

Filter by Reset
Price Shoes
Min. to Max.
Create a Page

Only show free listings Connect your business, yourself or your cause to the worldwide community of people on Facebook. To get started, choose a Page category.

i
;

Business or brand Community or public figure

Connect and share with people in your community,
organisation, team, group or club.

Showcase your products and services, spotlight your brand
and reach more customers on Facebook.

Get Started Get Started



Digital Footprint




| SENT A PHOTO TO MY FRIEND ON
WHATSAPP. HOW MANY COPIES OF THIS
PHOTO WERE GENERATED?




Understanding

Source: whoishostingthis.com

Name / :
==

Photos ﬂ

_~ Employment
- Interests Q

3 . Education

» ﬁ Home town

2 Current city

' Relationship status

Events attended & <)

Political leanings v



http://whoiswhostingthis.com/
http://whoiswhostingthis.com
http://whoiswhostingthis.com/

BasiciSettings

Find Privacy and Security Settings
*Two Factor Authentication
*Login Alerts

* Authorized Logins

* Control Audience

* Review Tags



«” General General Account Settings
Security and login
Name Nitish Chandan Edit
Privacy
Location = : :
Contact Primary: nitishchandan2811@gmail.com Edit
@ Blocking
[ Language Ad account contact nitishchandan2811@gmail.com Edit
m Face recognition
Temperature Celsius Edit
e Notifications - _ ; ;
) Manage account Modify your legacy contact settings or deactivate your account. Edit
Mobile
Public posts Download a copy of your Facebook data.

B8 Apps and websites
Q Business integrations
IF3 Ads

Payments

@ Support Inbox

i Videos

B8 Linked publications



* General

§ Security and login

} Privacy

7 Timeline and tagging
) Location

) Blocking

3 Language

| Face recognition

D Notifications
] Mobile
| Public posts

B Apps and websites

} Business integrations
1 Ads

3 Payments

¢ Support Inbox

§ Videos

3 Linked publications

Privacy Settings and Tools

Your activity

Who can see your future posts?

Review all your posts and things you're tagged
in

Limit the audience for posts you've shared with
friends of friends or Public?

Public

Edit

Use Activity Log

Limit Past Posts

How people can find and
contact you

Who can send you friend requests?

Who can see your friends list?

Remember that your friends contro| who can see
their friendships on their own timelines. If people
can see your friendship on another timeline, they'l
be able to see it in News Feed, search and other
places on Facebook. If you set this to Only me, only
you will be able to see your full friends list on your
timeline. Other people will only see mutual frlends,

Who can look you up using the email address
you provided?

Who can look you up using the phone number
you provided?

Do you want search engines outside of
Facebook to link to your Profile?

Everyone

Only me

Friends

Everyone

Yes

Edit

Edit

Edit

Edit

Edit




o” General Security and login
| Security and login

Recommended
Privacy
{—] Timeline and tagging 2 Choose friends to contact if you are locked out Edit
T Nominate 3 to 5 friends to help if you are locked out of your account. We recommend this ta everyone.
@ Blocking
m Language Where you're logged in

(4] Face recognition

E] Mac - Nalagarh, India

e Notifications Safari - Active now
Mobile

EJ Public posts | Android - Shimla, India
- Chrome - 20 hours ago

sen

B8 Apps and websites

Q Business integrations v See more

[F3 Ads

= payments Login
€3 Support Inbox
[ Videos Change password —
E Linked publications it's a good idea to use a strong password that you don't use elsewhere
@ Log in using your profile picture Edit

Tap or click your profile picture to log in, instead of using a password

waen Bamndar sniiblensndssnndiste
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Remove
i0S
Remove

Chrome on Windows
Remove

Facebook for Android
Remove

IE on Windows
Remove

Chrome on Windows
Remove

Chrome on Windows
Remove

Save

« App passwords

bl Use special passwords to log in to your apps instead of using your Facebook password or login codes.

Setting up extra security

Get alerts about unrecognised logins
= On « We'll let you know if anyone logs in from a device or browser you don't usually use

W st &V VW

5 April 2014 -

27 March 2014 -

9 March 2014 -

4 March 2014 -

1 March 2014 -

22 February 2014 -

3t Choose 3 to 5 friends to contact if you are locked out

Your trusted contacts can send a code and URL from Facebook to help you log back in

Advanced

Add

Edit

Edit



EX] APPS and websites
Q Business integrations
ﬁ_‘i Ads

=3 Payments

€3 Support Inbox

B Videos

B3 Linked publications

w See more

Login

aQ

@

Change password

it's 2 good idea to use a strong password that you don't use elsewhere

Log in using your profile picture
Tap or click your profile picture to log in, instead of using a password

Two-factor authentication

@

Use two-factor authentication
On « Log in using a code from your phone as well as a password

Authorised logins

Review a list of devices on which you won't have to use a login code

App passwords
Use special passwords to log in to your apps instead of using your Facebook password or login codes.

Setting up extra security

A

18

Get alerts about unrecognised logins
On « We'll let you know if anyone logs in from a device or browser you don't usually use

Choose 3 to 5 friends to contact if you are locked out

Vestir triictadd reamtamte sam canmM = oo s 11D fFramm Carabhnnl tAa ol it s Basl i

Edit

Edit

Edit

View

 Add

Edit

Edit



Nitish Chandan

News Feed
vlessenger

Varketplace

tcuts

W - InfoSec Jobs-...
The Cyber Blog In...

daripakwa

cxperimentals Unp...

soogle Tez - Exch...

JPES Dehradun

See more...

are

zvents
Jages
Sroups
Saved
Jobs

“riend lists

# Compose Post

E Photo/Video Album

r, What's on your mind?

.4 Photo/Video

Feeling/Activity

i .‘ DIY Home Decorating

DIY 1hr@

Vintage (1800's) doll house!

B¢ Live Video

Stories

+

Recent po
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* General

| Security and login

§ Privacy

7 Timeline and tagging
) Location

) Blocking

] Language

| Face recognition

D Notifications
] Mobile
| Public posts

B Apps and websites

} Business integrations
3 Ads

3 Payments

¥ Support Inbox

§ Videos

§ Linked publications

Privacy Settings and Tools

Your activity

Who can see your future posts?

Review all your posts and things you're tagged
in

Limit the audience for posts you've shared with
friends of friends or Public?

Public

Edit

Use Activity Log

Limit Past Posts

How people can find and
contact you

Who can send you friend requests?

Who can see your friends list?

Remember that your friends control who can see
their friendships on their own timelines. |If people
can see your friendship on another timeline, they'l
be able to see it in News Feed, search and other
places on Facebook. If you set this 1o Only me, only
you will be able to see your full friends list on your
timeline. Other people will only see mutua! friends.

Who can look you up using the email address
you provided?

Who can look you up using the phone number
you provided?

Do you want search engines outside of
Facebook to link to your Profile?

Everyone

Only me

Friends

Everyone

Yes

Edit

Edit

Edit

Edit

Edit




Safety Centre

Home page

Privacy Check-up
Security Check-up
Parents portal

Youth portal

Digital literacy library
Online well-being

Not without my consent
Bullying Prevention Hub
Help Centre

Law enforcement

Safety@Facebook

People come to Facebook to share their stories, see the world through the eyes of others

)

=

and connect with friends and family. Our mission is to give people the power to share and

0 g

D

to make the world more open and connected. We want everyone to feel safe when using
Facebook.
We work with external experts, including a Safety Advisory Board, and gather feedback

from our community to develop policies, tools and resources to keep you safe.




n Help Centre Search 2] Return to Facebook

Home  Using Facebook Managing Your Account  Privacy and Safety  Policies and Reporting ¢ Support Inbox

Questions you may have

What names are allowed on Facebook?

How do | choose what | get notifications about on
Facebook?

Where can | find my Facebook settings?
How do | change or reset my Facebook password?

Why am | seeing an error message saying | can't reply to a
conversation on Facebook?




IDENTIFYING FRAUDULENT LINKS/WEBSITES

& https://www.facebook.com

Email or Phone Password

facebook I B

| Keep me logged in Forgot your password?

Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook.

L1 http://www.faceboOk.com

Email or Phone Password

facebook I B

=] Keep me logged in Forgot your password?

Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook.
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Reporting
on
Facebook

% Gautam Home Create
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+ Following w °Message_l

ee friendsnip

Janice Verghese

Timeline About Friends 11 Mutua Photos M

Invite Janice to like y

@ Intro # Create post [8) Photo/Video Give Feedback or Repori this Profile

N |
3\ Followed by 615 people @.

:’j Photo/Video & Tag friends = Feeling/Activ...

“==. Janice Verghese
d 22 December 2018 - as
Andi mandi shandi,
Mummy Ko lagi thandi.

SanskariBacche
DesiGirl... See more



1M Gautam Home Create

133 Gautam  Home Create 3 Janice Verghese Q

1 T

Janice Verghes ‘ Janice Verghes

unt Pretending to be

Timeline S -8 About
: ke name Posting inappropriate things e Fake name Posling inappropriate things

9 Intro | | can't access my account | want to help . Q Intro ; | can't access my account | want to help

Followed by 615 {
N Y010 peopie 3\ Foliowed by 615 people Something else

Mummy ko lagi thandi.

#SanskariBacche
#DesiGirl... See more

Mummy ko lagi thandi.

#SanskariBacche
#DesiGirl.., See more




34 Gautam Home  Create

Janice Verghese

; Thanks for you hac
Timeline About Fr hanks for your feedback

® nto

N\ Followed by 615 people

Unfriend Janice

Ox
()




‘39 Gautam  Home  Create

Janice Verghesé

3 : See friendship
Timeline About Friends 11 Mutual Photos

Y O U C O n | Invite Janice to like your Pages

# Create post = [& Photo/Video Give Feedback or Report this Profile

block QIntro | | . o
accounts N P Wit sormetiing to fanice Fc E—

Photo/Video g Tag friends Feeling/Activ...

Janice Verghese
22 December 2018 - as

Mummy ko lagi thandi.

#SanskariBacche
#DesiGirl... See more




i Janice Verghese Q 38 Gautam Home Create
. o 3 li}_ - "' Lo l Lo "\

Confirm Block

Are you sur want to block Janice Verghese?

Janlce Vefgheﬁ Janice Verghese will no longer be able to:

your timeline

Timeline About

N
@ Intro £
) Followed by 615 people

If you're friends, blocking Janice Verghese will also unfriend her.

If you just want to limit what you share with Janice or see less of her
on Facebook, you can take a break from her instead.

5E

Janice Verghese
22 December 2018 - 2

Mummy ko lagi thandi.

#SanskariBacche
#DesiGirl. .. See more




Tips for Social Media:

* Be cautious of who you befriend on Social Media, know their real
identities

* Click links carefully, don’t open a catchy headline if it looks fishy

* Be careful about the information you share on Social Media including
images, videos, contact information, location information etc. and
control the audience for all information you share

* Be wary of the privacy, security and conduct policies of all social
media services that you use and be sure to implement them in
practice

* Always be aware of what you are sharing on social media, mere
sharing of a post can subject you to unnecessary trouble

* Review your security and privacy settings often



Tips for General Online Safety:

* Try to never log into any accounts on unknown or untrusted systems.
But if you do, log out after you’re done.

* For all websites you visit, ensure that the URL is correct, the
organization or individual is legitimate, language and content is not
fishy and before entering your credentials, the URL reads https://.

* Download applications and other media from trusted and verified

sources only. An unidentified source can infect your device and steal
your data

* There’s no free lunch. Don’t reach out for trying to download movies,
music and applications that are paid otherwise and you want them
free. Such websites may land you into traps.
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Website: www.cyberpeace.org

WhatsApp Helpline:
+91 9570000066

Email ID::
helpline@-cyberpeace.net

SRk
N7 FACEBOOK



http://www.cyberpeace.org/

